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Who We Are

• Established in 2017

• HQ: Taipei, Taiwan (100+ Employees)

• Market Position: AI-Driven Threat Exposure 
Management Services encompassing Identity, 
EDR, EASM, MDR, CA, CTI and IR.

• Office: Taiwan, Japan, Singapore.

• Customer Base:  Over 300, including 
Government, Financial, High Tech, Telecom, 
Education, etc.
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Award & Recognition
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MITRE ATT&CK APT29 Rated 
Highest in Threat Detection & 

Lowest in Telemetry.

Awarded Taiwan's leading 
startup brand NEXT BIG in 

2023.

The only Taiwanese 
cybersecurity company 

awarded in 2023.

Awarded Interop 2020 Best of 
Show Grand Prize in Security 

Category.

Awarded Cybersecurity 
Excellence Awards from 2020 

to 2022.

Momentum CyberScape 
Inclusion: EDR and Security 

Analytics. 
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《 Emerging Tech: Adoption Growth 
Insights for Managed Detection and 
Response 》

Top Research Institution recognize 
CyCraft as a representative of 
MDR service provider 

Gartner (2022, 2023)

CyCraft is the only Cybersecurity Corporation 
Selected by Gartner and IDS in Taiwan 

Frost & Sullivan 
(2019)
《 Reducing Digital Forensic 
Investigation Time with CyCraft’s 
CyCarrier AIR Platform 》

The Investigation shows 
CyCraft AI Technology can 
reduce 99% of forensic time 
and 95% of labor cost

《 Intelligence-Led Cybersecurity —
Examples of Two Asia-
Headquartered AI-Enabled Security 
Providers 》

Authoritative institutions Analyze 
CyCraft technical advantage and 
market validation

IDC Perspective (2021)
《Market Guide for AI Startups, 
Greater China》

Selected as the sole 
representative enterprise case 
study by the cybersecurity 
company.

Gartner (2021, 2022)
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CyCraft AI + Cyber Received Recognition at the 
Prestigious International Conference
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Black hat 2023

《 IRonMAN: InterpRetable incident Inspector Based ON 
Large-Scale Language Model and Association miNing 》

The only Taiwanese team to present in 2023 received 
recognition for leveraging LLMs for cybersecurity incident 
investigation and correlation analysis.
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Joining International Organizations - Committed to 
Establishing Standards and Sharing Intelligence

(Nippon CSIRT Association, 
NCA)

No More Ransom Org.

SEMI TAIWAN

FIRST (Forum of Incident 
Response and Security Teams)

Taiwan National Defense 

Industry Development 

Association

National Center for Cyber 

Security Technology 

MIH Consortium
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Unveiling Nation-State Attacks: 
Tactics Targeting Semiconductor and Financial Industries
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https://www.g2.com/products/cycraft-mdr/reviews/cycraft-mdr-review-6631803

Testimonial Customers Recognizes us as a 5-Star Performer on G2

https://cycraft.com/customers/
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Testimonial Customers Recognizes us as a 5-Star Performer on 
Gartner Peer Insights

https://www.gartner.com/reviews/market/endpoint-detection-and-response-solutions/vendor/cycraft/product/cycraft-air
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300+

Trusted by over 300 customers 
spanning private global enterprises 

and public sectors.

500,000+

Real-time monitoring of endpoints.
Customers rate the MDR 

solution with a 5-star rating

Gartner Peer 
Insights >96%

Five-year consecutive outstanding 
Renewal Rate.
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Autonomous Threat Exposure Management Platform 
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Risk Identification And Team 
Performance Metrics

Overall risk Assessment and cybersecurity 
service team performance metrics 

(MTTI/MTTD)

AI-powered Virtual Analyst
Integrate AI automated analysis, incident 
explanation, Decrease the cost of labor 

force, increase the efficiency

Comprehensive Threat Monitoring
EDR endpoint threat monitor + AD account 

monitor + EASM exposure monitor

Visualized Cybersecurity 
Dashboard

Fast and Simple interface, various operational 
report , incident real-time analysis and 

correlation analysis report
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Threat Monitor Real-time

Incident Detection 
(MTTD)

3 mins

Incident Investigation
(MTTI)

15 mins

• Enhance Analyst Productivity 

Pioneer AI security assistant, provide 

automatic incident analysis and  

explanations, to swiftly organize 

cybersecurity incidents

• Expand Team Capability
From automated alerts and 
correlation analysis to automatic 
filing and ticket creation, enhance 
overall team efficiency and 
productivity

• Streamline Workflow Processes

Offer API-driven integration with 

SOC/SIEM ticket system, streamline the 

process and enhance overall team 

efficiency

XCockpit Endpoint
Endpoint Security Posture Management
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• Account Impact Analysis
Employ AI-driven simulations to analyze the impact of 
account breaches, foreseeing hackers' attack paths and 
uncovering enterprise privilege perimeter. 

• Threat Detection and Early Warning
Monitor anomalous activities of privileged accounts, 
swiftly identifying various AD account attack techniques 
and detecting pre-attack indicators.

• Quantified Identity Management
Evaluate the exposure of identity attack surfaces and 
quantify enterprise Identity Security Indicators, offering 
a comprehensive overview of security posture.
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XCockpit Identity
Identity Security Posture Management

http://drive.google.com/file/d/19e8pRS0YH83FBF4aEHQGbhRkItYS29PV/view
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• Automatically discover exploitable assets to 
accelerate mean time to resolution
Identify all assets, devices, services, credentials, and resources 
exposed to external threats on a daily basis. Expand the coverage 
of scanning and monitoring to detect potential entry points that 
hackers might leverage proactively.

• Start from a small breach to meaningful insights
Ensure real-time access to the most current vulnerability data and 
exploitation methods. Triage and prioritize external risks into five 
main domains: user, endpoint, network, data, and applications. 
Enable risk visibility and control through robust process 
management. 

• Continuously manage cyber threat exposure to 
benchmark the security investment
Scan and inventory external vulnerabilities in just 30 minutes, 
enabling the cybersecurity team to promptly verify the 
enterprise’s security posture.
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XCockpit EASM
External Attack Surface Management
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CyCraft | Website CyCraft | Medium CyCraft | Facebook
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